THINGS AREN’T ALWAYS WHAT THEY
APPEAR TO BE.

E-mail is the #1 weapon of choice for cybercriminals. Be careful with attachments
sent to you from someone you don’t know or from someone you know but were
not expecting.
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BE DILIGENT.
BE SMART.
BE A BEAUCERON.
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SPOT THE WARNING SIGNS OF A
POTENTIAL CYBER ATTACK.

Hacking humans is far easier than finding vulnerabilities in technology. Learn
how to spot social engineering tricks via e-mail, phone and more by taking your
cybersecurity awareness training courses.

BE DILIGENT.
BE SMART.
BE A BEAUCERON.
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DO YOU REALLY KNOW WHO'’S ON
THE OTHER END?

Cybercriminals have stolen nearly $5 billion in the past five years by using
sophisticated e-mail scams. Always double-check any requests for financial
transactions done by e-mail with the requesting person by phone or in-person.

BE DILIGENT.
BE SMART.
BE A BEAUCERON.
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YOU WOULDN’T SHARE YOUR
TOOTHBRUSH. WHY SHARE YOUR
PASSWORD?

It's a matter of security hygiene. Your password is a distinct key that seperates you
from others and protecting it is important. If you need to share passwords for
work purposes, talk to your supervisor or IT team about finding new ways to
enable you to do your work efficiently and securely.
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